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When is information collected? 

 

This Privacy Statement tells you what to expect when the PayPoint Group (“PayPoint”) collects              

personal information.  It applies to information we collect about: 

● Clients of PayPoint. 

● PayPoint Retailers providing services to PayPoint. 

● Consumers using PayPoint’s services. 

● PayPoint Service Users using PayPoint Retailer Services (e.g. EPOS). 

● Suppliers to PayPoint. 

● Visitors to our websites. 

It is intended to give you a better understanding of the data we use and what we do with your data. 
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Definitions 

 

For the purpose of this Privacy Notice; 

Client ​means an organisation using a PayPoint service to obtain payment from or make payments to                

a consumer or business. 

Customer​ means a consumer or business that is a customer of a client. 

PayPoint​ means a member of the PayPoint Group. 

PayPoint Retailer ​means an organisation providing services to PayPoint. 

PayPoint Service User means an individual or organisation using a PayPoint service such as card               

processing or EPOS. 

Transaction Data​ means information in relation to the transaction processed by PayPoint. 

References to “personal data” and “data subject” shall have the meaning assigned to them in the                

Data Protection Act 1998. 

 

On what basis will we use your information? 

 

We will only use your information where we have your consent or we have another lawful reason for 
using it.  These reasons include where we: 

● need to pursue our legitimate interests; 

● need to process the information to carry out an agreement we have with you; 

● need to process the information to comply with a legal obligation; 

● believe the use of your information as described is in the public interest, e.g. for the purpose of                  

preventing or detecting crime; 

● need to establish, exercise or defend our legal rights; or 

● need to use your information for insurance purposes. 

 

Disclosure of personal information 

 

We may from time to time disclose information as follows; 

● Your personal data to appropriate investigatory and regulatory authorities.  
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● Your information to a supplier if required to use a PayPoint service, provide a service to PayPoint                 

or obtain support for PayPoint services. 

● If you have provided your business information such as name, contact name, location, contact              

number we may give this together with details of individual transactions to clients and customer               

of clients in relation to questions or queries in associated with the PayPoint services. 

● If you use PayPoint Retailer Services, we may give your business information to third parties such                

as acquirers or your EPOS wholesalers if you use our services. 

● If you are a payment agent we may provide your personal data to the Financial Conduct                

Authority as part of the payment agent accreditation process and maintenance of the             

appropriate registrations. 

● If you are a customer of a client we may provide your information to your service provider (the                  

client) and the appropriate authorities. 

 

Monitoring 

 

PayPoint electronic communication systems are monitored without user consent to: investigate or to             

detect unauthorised use; prevent or detect crime; establish the existence of facts relevant to              

PayPoint; or ascertain compliance with regulatory practices relevant to the business of PayPoint.  

 

Calls to PayPoint are recorded for operational and training purposes. Calls are not processed against               

the individual data subject.  

 

 

Clients 

 

Client Customer Information 

If the Client provides PayPoint with customer personal data the Client remains the data controller of                

any such data. If you are a Customer of a Client and have any questions in relation to such data,                    

such as the privacy policy applicable to such data please contact the Client. PayPoint is unable to                 

disclose any such personal data unless instructed to do so by the Client as we cannot verify the data                   

subject. 
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Where the information is Transaction Data which may include personal data PayPoint is the              

controller of such data as this is a payment service. PayPoint may use, process and anonymise                

transaction data in order to provide and enhance its services. Where the Transaction Data is a card                 

payment the controller is the card scheme, issuer and/or acquirer and you should review the privacy                

policy of the card scheme, issuer or acquirer. 

 

Client Contact Information 

In order to provide services to the Client PayPoint will collect information including personal data               

relating to Client contacts, which is needed for operational purposes. PayPoint is the data controller               

of such information once it is provided to PayPoint. Please ensure you have the consent from any                 

data subject prior to providing such information to us. 

 

Marketing to the Client 

PayPoint may use Client contact information to provide services to, market to or enhance services to                

the Client. These services are not available to individuals. PayPoint will not use such information to                

market or sell services to the data subject as an individual without the data subject’s consent. 

 

PayPoint Retailer Information 

 

In order to provide services to PayPoint, a PayPoint Retailer is required to provide personal data to                 

PayPoint. PayPoint will need to maintain this information to verify the identity of the PayPoint               

Retailer and make certain checks. We may verify your information by using verification and identity               

checking services such as Experian or Creditsafe. PayPoint may also be required to disclose this               

information to the appropriate regulatory authorities. As a PayPoint Retailer your details will also              

appear as a payment agent on the Financial Conduct Authority register.  

 

PayPoint may use this personal data to perform checks and obtain reports in relation to the PayPoint                 

Retailer. This may include credit checks as specified in the PayPoint Retailer consent form previously               

provided to you. A copy of the current version is available on My PayPoint. Further information in                 

relation to the use of PayPoint Retailer information is available in the Privacy FAQs – PayPoint                

Retailer available on My PayPoint. 
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We may disclosure information you supply to regulatory bodies, investigatory authorities such a s              

the police, HMRC, your acquirer (if you use our card services). We may also disclosure your                

information to provide you with operational support for products and/or services such as             

maintenance call outs or your bank details to our payment service providers so you can make and                 

receive payments from us.  

 

We are required to process your personal data in order for you to provide services to us and for us to                     

provide services to you under the terms of your agreements with us. For regulatory and compliance                

purposes we are not able to automatically delete data that relates to payment transactions              

processed by you or accreditation information provided by you. 

 

We will use information provided by you to provide you with service updates and information to                

enable you to provide services to us or for us to provide services to you. We request you provide us                    

with your business e-mail address or business contact details for these communications. 

 

Marketing to a PayPoint Retailer 

PayPoint may use PayPoint Retailer contact information to provide services to, market to or enhance               

services to the PayPoint Retailer. PayPoint will not use such information to market or sell services to                 

the data subject as an individual without the data subject’s consent.  

 

If you have agreed, PayPoint may from time to time share the PayPoint Retailer contact information                

with third parties to offer services to the PayPoint Retailer. If a PayPoint Retailer contact does not                 

wish to receive such communications they can unsubscribe using the link at the bottom of email or                 

make changes via the Preference Centre.  

 

Consumers using PayPoint services 

 

PayPoint offers various services to the public on behalf of its Clients. For data protection purposes                

when the service is a payment service, PayPoint acts as a controller. However, the payment               

information is structure in such a way that we cannot verify or identify individual consumers as the                 

data subject. If you are a Customer of a Client and have any queries in relation to the use of your                     

personal data in connection with a PayPoint service please contact the Client.   
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By using our services information in relation to your location at the time of the transaction may be                  

processed for transaction identification purposes but we cannot identify you as the personal             

undertaking the transaction. 

 

PayPoint Suppliers 

In order to provide services to PayPoint, a PayPoint Supplier may be required to provide personal                

data to PayPoint. PayPoint will need to maintain this information in relation to the Supplier to use                 

the Supplier’s services and make certain checks. PayPoint may also be required to disclose this               

information to the appropriate regulatory authorities. PayPoint may use this personal data to             

perform checks and obtain reports in relation to the Supplier’s business. 

 

Supplier Contact Information 

In order to use the Supplier’s services PayPoint will collect information including personal data              

relating to Supplier’s contacts this is needed for operational purposes. PayPoint is the data              

controller of such information once it is provided to PayPoint. Please ensure you have the consent                

from any data subject prior to providing such information to us. 

 

Marketing to a Supplier 

PayPoint may use Supplier contact information to provide services to, market to or enhance services               

to the Supplier. PayPoint will not use such information to market or sell services to the data subject                  

as an individual without the data subject’s consent. PayPoint may from time to time share the                

Supplier contact information with third parties to offer services to the Supplier. If the Supplier               

contact does not wish to receive such communications they can unsubscribe by e-mailing. 

 

Data export or transfer 

 

In order to provide services or support to Clients, PayPoint Retailers and consumers PayPoint may               

use service providers implementing “cloud” based and other technology. These services may include             

operational, technical and administrative support that is based outside the EEA. Any transfer of              

personal data that is outside the EEA will be in accordance with the recommended data transfer                

models applicable at the time. 
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PayPoint Service Users 

 

EPoS Services 

All personal data submitted by the PayPoint Retailer or PayPoint Service User in relation to their use                 

of the PayPoint EPoS Services is confidential and controlled by the PayPoint Retailer or PayPoint               

Service User. PayPoint Retailers and PayPoint Service Users have full ownership of and access to all                

their own trading data. In common with other EPoS providers, PayPoint retains the right to use                

trading data from PayPoint Retailers' and PayPoint Service Users’ use of the system and services for                

product improvements, management information, data aggregation and business development         

purposes. 

 

Debit and credit card services 

If you use our debit and credit card services we may disclose your personal data associated with that                  

service such as your contact details to your acquirer or if so requested to the payment card schemes                  

such as MasterCard Inc or Visa Europe Limited. 

 

Complaints or queries 

 

PayPoint applies transparency when collecting and using personal information. We have prepared as             

series of FAQs to enable you to understand how we use your data. If you have concerns over the use                    

of your personal data please contact us. 

 

This Privacy Statement and any Privacy FAQs are not an exhaustive list of all aspects of PayPoint’s                 

collection and use of personal information. If you wish to have any additional information or               

explanation please contact us via the contact details set out below or your normal contact.  

 

If you want to request information about our privacy policies or a complaint you can e-mail us at               

privacy@paypoint.com​  or write to us at: 

Data Protection Officer 

PayPoint Group 

1 The Boulevard 
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Shire Park 

Welwyn Garden City 

Hertfordshire 

AL7 1EL 

 

If you have a complaint in relation to the use of your personal data you may contact us in the first                     

instance. If you are still not happy we have resolved the matter you may also contact the                 

Information Commissioner’s Office. Contact details are available on the Information          

Commissioner’s website. 

 

Access requests 

 

Individuals can find out if we hold any personal information by making a “subject access request”                

under the Data Protection Act 1998.  If we do hold information about you we will: 

● give you a description of it; 

● tell you why we are holding it; 

● tell you who it could be disclosed to; and 

● let you have a copy of the information in an intelligible form. 

 

To make a request to PayPoint for any personal information we may hold you need to put the                  

request in writing addressing it to our Data Protection Officer at the address provided below. We                

cannot disclose information in relation to other data subjects, client information or client customer              

information under such a request. We will remove information relating to other data subject or               

other organisation from the information we send you. 

 

If you agree, we will try to deal with your request informally, for example by providing you with the                   

specific information you need over the telephone. If you have e-mailed us we will respond by e-mail.                 

Please note e-mail communications are no guaranteed to be secure due to the nature of the                

communication method. 

 

The Information Commissioner has provided a guide on its website to data subject access requests.               

This provides indications of the circumstances when an access request can be limited or declined.               

For example, a data subject access request does not entitle the data subject to information relating                
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to or confidential to a third party. Data subject access requests are available to individuals but not                 

businesses. 

 

Other of your rights. Under the Data Protection Act 1998, you have rights as an individual                

which you can exercise in relation to the information we hold about you. You can read more about                  

these rights here – ​https://ico.org.uk/for-the-public/is-my-information-being-handled-correctly/ 

 

 

General 

 

People who e-mail us 

Any e-mail sent to us, including any attachments, may be monitored and used by us for reasons of                  

security and for monitoring compliance with PayPoint policies. E-mail monitoring or blocking            

software may also be used. Please be aware that you have a responsibility to ensure that any e-mail                  

you send to us is within the bounds of the law. 

 

People who call our call centre 

When you call the PayPoint’s call centre we may collect caller identification information. We use this                

information to help improve its efficiency and effectiveness. We may record your call to us for                

operational and training purposes. Recordings of any such calls is not retained against or save to the                 

name of the individual caller.  

 

Visitors to our websites 

When you visit our website ​www.paypoint.com ​please see the website privacy notice for details of               

cookies and other information specific to our website. 
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Links to other websites 

This Privacy Notice does not cover the links within any PayPoint website or documentation linking to                

other websites.  We encourage you to read the privacy statements on any other websites you visit. 

 

Changes to this privacy notice 

We keep our privacy notice under regular review so please check for notices of changes on My                 

PayPoint or in our newsletters to you.  

 

Keeping your information secure 

PayPoint takes its obligations to keep data secure seriously. It is ISO 27001 accredited and a PCI                 

compliant organisation for the purpose of processing card payment data. 

 

Governing Law 

This Privacy Notice shall be governed by and construed in accordance with English law and the                

parties hereby submit to the exclusive jurisdiction of the English courts in respect of all matters                

arising in connection herewith. 

 

Retention  

Information we hold in relation to payments is retained for statutory and regulatory purposes.              

Payment information may be retained for periods of 3, 5 and as applicable 10 years or such other                  

period as required by law. Information relating to tax records may be held for 7 years or such other                   

period are required by law. Certain payment information is held for 7 years or up to 10 years post                   

completion of the contract. Where we hold information on behalf of a Client, the retention period is                 

as specified by the client. We can provide more information on retention periods for specific types                

of information if you email ​privacy@paypoint.com . Our retention policy is updated from time to               

time to reflect changes in our obligations and legal duties.  
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How to contact us 

 

If you want to request information about our privacy policies or a complaint you can e-mail us at               

privacy@paypoint.com​  or write to us at: 

Data Protection Officer 

PayPoint Group 

1 The Boulevard 

Shire Park 

Welwyn Garden City 

Hertfordshire 

AL7 1EL 

 

If you are not happy with our response to any query or wish to complain you may also contact the                    

Information Commissioner’s Office via ​https://ico.org.uk/concerns/​ or by using the contact details at  

https://ico.org.uk/global/contact-us/  

 

Changes and Updates 

We may update this Privacy Statement from time to time and in particular as the legal environment                 
in relation to your information changes. 

 

 

-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0- 

 

This Privacy Statement was last updated on 11 September 2018.  
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